Substitution boxes are essential nonlinear components responsible to impart strong confusion and security in most of modern symmetric ciphers. Constructing efficient S-boxes has been a prominent topic of interest for security experts. With an aim to construct cryptographically efficient S-box, a novel scheme based on firefly (FA) optimization and chaotic map is proposed in this paper. The anticipated approach generates initial S-box using chaotic map. The meta-heuristic FA is applied to find notable configuration of S-box that satisfies the criterions by guided search for near-optimal features by minimizing fitness function. The performance of proposed approach is assessed through well-established criterions such as bijectivity, nonlinearity, strict avalanche criteria, bit independence criteria, differential uniformity, and linear approximation probability. The obtained experimental results are compared with some recently investigated S-boxes to demonstrate that the proposed scheme has better proficiency of constructing efficient S-boxes.
Introduction
In information security, the concept of chaos facilitates cryptography through its high sensitiveness to initial condition, ergodic behavior, and random nature. The past decades have witnessed an increasing effort exerted for applying chaos in cryptography to realize efficient security primitives such as image encryption, audio encryption, hash function design, information hiding and authentication schemes. The applications of chaos for designing efficient substitution boxes (S-boxes) have also been explored further in recent past. Substitution boxes are served as the only nonlinear components in block ciphers which drives the robustness and security strength of ciphers against possible attacks. The cryptographic potency of block ciphers inherently relies on deployed S-boxes. The gap in performances of chaos-based and algebraic S-boxes has been identified and none of the former displayed high performance similar to the algebraic S-box used in AES. Hence, further improvement must be made to the former with an aim to minimize the performance gap.
Mathematically, an n Â n substitution box is mapping as S : 0; 1 f g n ! 0; 1 f g n that nonlinearly transforms an input string of size n-bits to an output string of same size. To satisfy the security criteria, the relationships between the values of input and output of the S-box are also determined [1, 2] . Nonlinearity is one of most prominent criteria responsible to offer required confusion in ciphers and to resist linear cryptanalysis [3, 4] . The development of linear and differential cryptanalysis for DES S-boxes has revolutionaries the problem of constructing better and more optimal S-boxes. Consequently, a number of proposals have been investigated for constructing 8 Â 8 S-boxes based on chaotic maps and optimization approaches. Jakimoski and Kocarev [5] developed an S-box generation method solely based on logistic and exponential chaotic maps. Tang [6] formulated an algorithm for the generation of S-box using a discretized 2D chaotic Baker map. Wang and Wong [7] applied chaos and genetic algorithm to obtain optimized S-box in their proposed method. Khan [8] proposed a method based on nonlinear fractional chaos that employs a continuous-time Lorenz to yield S-box. Meanwhile, Dragan [9] proposed a discrete chaotic map based on the composition of permutation method to generate S-box. Ahmed [10] proposed a meta-heuristic approach based on ant colony optimization and chaos to retrieve a suitable configuration of S-boxes. Iqtadar [11] utilized a projective general linear group for designing S-box-based algorithm. Fatih [12] introduced a scheme of chaotic Lorenz system for retrieving S-box. Farah [13] proposed a scheme for retrieving S-box by utilizing teaching-learningbased optimization (TLBO). Yang developed the firefly algorithm (FA), which is a new swarm-based algorithm. Recent studies have given considerable attention to FA due to its capability of solving optimization problems. Many studies have developed several variants of FA in numerous applications [15, 16, 25] . FA has been modified several times since its proposal, thereby leading to the emergence of many variants for handling continuous [17] , constrained [18] , and real-world optimization problems [19] [20] [21] [22] . Several sophisticated FA variants have emerged over the years due to the competition between FA and other established meta-heuristic algorithms. Although FA has demonstrated substantial capability in handling optimization problems, its search behavior generally depends on its control parameters and initial positions [23] apart from constantly being trapped in local regions. The current study aims to improve the search capability of FA by proposing an enhancement using chaotic maps. The two prominent methods of enhancing the original FA with chaos are to replace a few randomly distributed FA parameter using chaotic map to improve its performance [24, 25] and use a chaotic map to apply the FA instinct structure for the tuning algorithm parameters [26] . FA can be enhanced by starting it from a good position. We explored this case as one of the contributions of the current study to improvise FA performance. In general, meta-heuristic algorithms randomly initialize at each running time, thereby enabling the algorithm to start from undesired positions.
The remainder of this paper is organized as follows: Sect. 2 introduces a brief description of the firefly optimization algorithm. Next, Sect. 3 presents the discrete chaotic map, while Sect. 4 introduces a proposed scheme for optimized S-box design. Section 5 poses the evaluating criteria of proposed S-box. Section 6 concludes this study.
Firefly algorithm
Yang [14] developed FA, which depicts a biologically stochastic global optimization method inspired by nature. FA is a meta-heuristic based on population and each firefly in the population signifies a potential solution in the search space. The algorithm in FA replicates the light flashing mechanism used by fireflies in mating and exchanging information. This section presents the major firefly behavior, artificial FA, and alternatives to the requisite algorithms proposed in [25, [28] [29] [30] .
Behavior of fireflies
Approximately two thousand species of fireflies exist in the world and a majority of them generates harmonious and short flash lighting. Fireflies use flash lighting mainly for attracting potential prey, as a means of communication to attract mating partners, and as a warning mechanism. Most fireflies are only visible over a short distance because of two collective factors. The first factor holds that the inverse square law applies to the light intensity from the light source at a particular distance r. This is defined by I / 1 2 , which depicts that the light intensity and square of distance are inversely proportional. An increase in the distance r causes a decrease in the light intensity I. In the second factor, the characteristic of air, which absorbs light, causes their visibility to decrease with an increase in distance [27, 31] .
Artificial fireflies
Yang formulated the following three idealized rules that define the characteristics of the fireflies:
1. Fireflies are attracted to each other irrespective of the sex. 2. The degree of attractiveness is related to the intensity of emitted light. Thus, fireflies with low light intensity will move toward lights with high intensities. Attractiveness decreases with the increase in distance between fireflies, which will randomly move when no brighter firefly exists within the surrounding. 3. The brightness of the fireflies follows the landscape of the fitness function. In the maximization problem, brightness is proportional to the fitness function value. Equation (1) determines the fireflies movement, i, which is attracted to other brighter fireflies j.
The second term occurs because of attraction and the third term is randomization, where a is a randomization parameter. rand denotes a random number drawn from interval [0, 1]. Thus, (rand À 0:5) has a range of ½À0:5; 0:5 for a negative and positive variation to occur. b 0 is continuously set at 1 and a 2 ½0; 1. The parameter a shows the environment noise and the effect of light transmission. Moreover, the randomization term can simply be extended to normal distribution with 0 mean and variance 1; N(0, 1) to enable the variation of noise rate in the environment. Parameter c symbolizes the attractiveness variation, in which its value is substantial in influencing the convergence speed and the manner by which FA is applied. In various applications, it commonly varies from 0.01 to 100 [18, 32] . The distance between f i and f j is represented by r i j and described as follows:
where x i , represents the firefly position i. The idealized rules state that the attractiveness coefficient in the updated
ij is utilized as the approximation for the light intensity loss by the distance modeled by any monotonically declining function. In addition, the random term in the equation assists in formulating the dust effect and environment based on the light intensity. The FA properties are formulated based on the following terms:
1. FA is an intelligence method with swarm optimization advantages. 2. FA easily handles various model problems due to its automatic subdivision or population. Each firefly has its own scope vision that is limited, thereby enabling the fireflies to perform sub-swarm in the space of search. 3. The attraction and randomness parameters of FA can be simply turned all the way through iteration in enhancing the algorithm convergence speed.
3 Discrete chaotic map
The composition h ¼ f g of two permutations f and g of the same set A, is the permutation mapping each z 2 A into hðzÞ ¼ f ðgðzÞÞ.
Let S m denote the set of all permutations of the set f0; 1; . . .; m À 1g. Lehmer code [33] is bijective function l : S m ! f0; 1; 2; . . .; m! À 1g. In [34] a one-dimensional discrete chaotic map is utilized for swarm initialization.
where Z i ; C 2 S m and f : S m ! S m . If z i ¼ lðZ i Þ and c ¼ lðCÞ, this map can also be represented as
where z i ; c 2 f0; 1; 2; . . .; m! À 1g and f : S m ! S m . In [34] , the special case of one-dimensional discrete chaotic map is considered in which
based on [34] we obtain map F m : f0; 1; 2; . . .; m! À 1g ! f0; 1; 2; . . .; m! À 1g by:
This map can also be represented as
this map has some merits that make it suitable for cryptographic applications like S-boxes design. The map doesn't have fixed points which is necessary to avoid fixed iterative non-chaotic sequence generation [34] . Moreover, chaos has been widely used to improve the performance of many evolutionary algorithms, where the chaotic systems are employed to create initial populations and to express optimization variables. But, many chaos-based performance improvements of evolutionary algorithms proposals become unsatisfactory due to limitations of utilized chaotic maps as highlighted in [35] . Reason being, the chaotic maps do not have uniform distribution and good pseudorandomness characteristics. Nevertheless, the chaotic map used in this paper for initial population generation possess some excellent pseudo-randomness features such as uniform distribution, free from dynamic degradation of chaotic maps due to approximation of any kind, and good randomness [36] . Hence, the selected discrete chaotic map has good pseudo-random properties that justify its suitability for population initialization in anticipated firefly algorithm-based S-box scheme.
Proposed scheme for optimized S-boxes
The swarm intelligence-based FA has advantages similar to those of other swarm intelligence-based algorithms. However, compared with other algorithms, the FA is an automated subdivision and capable of dealing with multimodality. The attraction and attractiveness of FA decreases alongside distance that leads to where the population is generally able to be subdivided into subgroups, in which each group can swarm around each mode or local optimization. This subdivision enables the fireflies to simultaneously discover all optimizations, particularly if the population size is adequately higher than the modes. In mathematics, 1=
ffiffi ffi c p limits the average distance of firefly groups that can be observed by adjacent groups. This is a section that concisely defines the entire scheme of designing the 8 Â 8 S-box in accordance with FA and chaotic map, while the pseudocode for the S-box generation process is illustrated in Algorithm 1.
I. Swarm initialization 1. Initially, P is defined as a sequence that goes empty. 2. To obtain an integer value, Equation (6) is iterated for t times to remove the transient effect. 3. Further iterate Equation (6) and extract a value in [0, 255] . If generated value is not in P, append the value in array P.
Repeat
Step 3 until all 256 values are filled in P. 5. Reshape array P into a 2D matrix with rows 1 À 16 and columns 1 À 16 to obtain initial S-box, which is the initial position for the current firefly agent ðf i Þ. 6. Repeat Steps 1 to 5 until all n fireflies are generated.
Thus, each agent in the firefly algorithm has its own initial S-box.
II. Objective function
1. For each S-box in the present generation, the nonlinearity is calculated as follows:
where the Walsh spectrum of f ðxÞ is computed as:
f ðxÞÈx:w ð9Þ where w 2 GFð2 n Þ and x.w represents the dot product of x and w, which is provided as:
following Eq. (9). The fitness value, which is the error for each firefly, is formulated as follows:
where 112 is an optimal value for nonlinearity in AES [37] , and NL denotes the nonlinearity function of the firefly agent. The lowest S-box error value is utilized as the best agent fitness for the current iteration. 2. The intensity of each firefly in the swarm is calculated using the following equation:
where I represents the intensity, and f i represents the S-box.
III. Distance and attractiveness calculation
The attractiveness between f i and f j is calculated by:
where b represents the attractiveness of each firefly, b 0 is always set to 1.0, parameter c is the light absorption coefficient, which is typically set to 1.0. The distance between f i and f j can be calculated based on the formula derived using the following equation:
where d ¼ 255 and P represents every element in the Sbox for fireflies f i and f j .
VI. Firefly movement
The movement between f i and f j can be applied as follows:
The boundary limits will be checked after every particular movement of fireflies in order to keep the output within the desired limits [0, 255]. Moreover, The fireflies are frequented to ensure a satisfying property of bijective. Section IV explains this case in detail.
IV. Adjustment
In II, the 8 Â 8 S-box in the objective function can be detected with the aid of a 256-item sequence. The bijectivity of an S-box implies that the items of the S-box must be distinctive. However, this condition is not always fulfilled by fireflies produced from a swarm operation. Therefore, the adjustment made to the S-box of each firefly is as follows:
1. Each item in the S-box is scanned from beginning to end. If the appearance of a value is repeated in the S-box, then the position of the repeated value in V sequence is saved. An empty item that excludes the first item substitutes all items with similar values. In addition, this scan can determine the absent S-box items. 2. Items that are not found in the S-box in a random manner are sorted and their positions are saved. Thereafter, V2 is defined in a sequence following the sorted items. 3. The position in V sequence is eventually filled in a random order from the sequence V2.
Performance analysis of the proposed S-box
The parameters of proposed algorithm are set as:
where N is the swarm size. The S-box obtained is provided in Table 1 . A number of state-of-the art performance criteria are identified by security experts and academicians to assess the security strengths of S-boxes. Biham and Shamir [38] presented the concept of differential uniformity through its differential cryptanalysis for DES to coin the notion of differential probability computed from I/O XOR distribution. Matsui in [39] performed linear cryptanalysis to reflect the significance of linear approximation probability. Dawson and Tavares [40] applied information theory in the design criteria of the S-boxes that were developed. Therefore, the security strength of S-boxes is determined through six major criterias: (i) bijective property, (ii) nonlinearity, (iii) strict avalanche criterion (SAC), (iv) bit independence criterion (BIC), (v) input/ output XOR distribution for differential uniformity (DU) [41] , and (vi) linear approximation probability (LP). These well-accepted benchmark parameters for S-boxes are briefly discussed in the following subsections.
Bijective property
A method based on [42] was applied to confirm the bijective property. In an S-box, Boolean functions were determined with f i ð1 i nÞ as follows:
where a i 2 0; 1 f g; ða 1 ; a 2 ; . . .; a n Þ 6 ¼ ð0; 0; . . .; 0Þ, and wt() is the Hamming weight. Therefore, an S-box is bijective when each f i is required to be 0 / 1 and well adjusted, and the output vectors should have equal distribution of 0ś and 1ś. Equation (15) shows that the bijectivity property can be used to verify that all Hamming weights are equal to 128 for the obtained S-box. Therefore, the generated S-box using the proposed scheme satisfies the bijective property. 
Nonlinearity
The nonlinearity is connected to plaintext confusion and immunity of block ciphers to mitigate linear cryptanalysis. The nonlinearity measure of a Boolean function determines the least possible distance from all the Boolean functions. In practice, the nonlinearity of a Boolean function f(x) is computed through Walsh spectrum as expressed in equation (8) . The nonlinearity of eight Boolean functions of proposed S-box in Table 1 are presented in Table 2 and plotted in Fig. 1 . We can see that all nonlinearities are above or equal to 106.
SAC
Webster and Tavares [43] first gave the definition of strict avalanche criteria by explaining that there is a probability of a half exists for a change in all the output bits if a single input bit is complemented. An effective method for the verification of the S-box if it satisfies SAC has been presented by [43] . Based on the Boolean function, f is considered to have satisfied SAC when there is a halfprobability of changes in every output bit as a single input bit is altered. Moreover, the dependence matrix has been used to calculate SAC in [44] . This method aims to verify that each element in the S-box satisfied SAC with a mean value of 0.5. Additionally, the offset value [45] of SAC has been calculated by:
Moreover, the dependence matrix of an S-box is described by strict avalanche criteria. Table 3 shows SAC value of proposed S-box. The mean value obtained from the proposed S-box is 0.494392, which is quite close to ideal value of 0.5, while the offset of the proposed S-box is only 0.03686.
BIC
The output bit independence criterion (BIC) which stipulates the pair-wise independence of all avalanche variables for any avalanche vector series generated through the complementing of a single plaintext was first introduced by Webster and Tavares [43] . A calculation of the correlation between the pairs gives a clue of the level of independence between the avalanche variable pairs. Assume a given Sbox has the Boolean function (h 1 ; h 2 ; . . .; h n ), it has previously been stated that if an S-box satisfies the BIC h j È h k ðj 6 ¼ k; 1 j; k nÞ, it should satisfy the avalanche criterion and should be highly nonlinear [46] . To evaluate the BIC of proposed S-box, the nonlinearity and SAC of h j È h k ðj 6 ¼ kÞ were computed. In Tables 4 and 5 , the results of BIC with respect to nonlinearity and SAC are provided. From Table 4 , the mean value obtained of BICnonlinearity for proposed S-box is 104.3571, which is substantially high value, while Table 5 shows the results of BIC-SAC; the obtained mean value is 0.498245, which approximated the typical value of 0.5. Therefore, the proposed S-box satisfies well the bits independence criteria.
I/O XOR distribution
The study in [38] used the imbalance of XOR distribution table to establish differential cryptanalysis for an S-box. An ideal S-box should have differential uniformity. Accordingly, every input bit i was analyzed and uniform mapping was ascertained in to measure the probability. In any given Table 2 Nonlinearity score of proposed S-box
Nonlinearity 108 108 108 108 108 108 106 106 106 Fig. 1 The nonlinearity of proposed S-box map f, the measurement of differential uniformity was performed as:
where all possible input values are denoted by X, and the element number is represented by 2 n . Table 6 provides the I/O XOR distribution for proposed S-box and gives differential probability when divided by 256. The maximum DP score for proposed S-box is 10=256 ¼ 0:039062, which shows that the proposed scheme has an efficient immunity against differential cryptanalysis.
Linear approximation probability
LP is defined as the maximum imbalance value in an event. Thus, mask a selects input bits that have parity equal to the output bits that are selected by mask b. Overall, the mathematical definition of LP [39] is determined as:
where the set x contains all the possible inputs, while 2 n is the number of its elements. To mitigate the linear cryptanalysis, the S-box should have as low LP as possible. Means, an S-box having lower LP will tend to show more resistance to this analysis than other S-box with higher LP. The LP of our proposed S-box comes out as 0.125 which is lower and better than many recently investigated S-boxes.
Comparison analysis
In past few years, different chaotic systems are investigated to generate good S-boxes. The S-box construction schemes available in literature are based on discrete chaotic systems [6, 9, [47] [48] [49] [50] , the continuous-time chaotic systems [3, 8, 12, [51] [52] [53] [54] , time-delayed chaotic systems [1] , fractional chaotic systems [55] [56] [57] , and hyper-chaotic systems [58] , and chaos with optimization algorithms [10, 13, 59] . All these proposals have been selected to make a fair comparison with our S-box in Table 7 .
According to the comparison in Table 7 , the following observations are acknowledged:
• It is worth stated that the proposed S-box holds the highest mean value of nonlinearity comparing to all S-boxes in Table 7 . Moreover, our S-box has the same minimum nonlinearity as S-boxes in Ref [10] and better than the rest of S-boxes. Thus, it is an evident that the proposed approach can achieve better nonlinearity score than most of recent S-boxes. • According to SAC and offset tests. The obtained results showed that all S-boxes have good property of SAC which is close to ideal value, whereas there are a notable difference in terms of offset value. Nevertheless, the proposed S-box has satisfied the SAC criteria.
• Regarding BIC-nonlinearity and BIC-SAC tests, the average value of the BIC-nonlinearity for proposed S-box is highest than the S-boxes in [1, 3, 6, 8-10, 12, 47, 48, 51-57] , which manifests that the proposed S-box satisfies the BIC-nonlinearity. The BIC-SAC of proposed S-box is almost comparable to S-boxes in Table 7 .
• We have seen that the DP of our S-box is 10 which is same as most of the proposed schemes in the comparison and better than the S-boxes in [3, 8, 47-50, 53, 55, 56] . Thus, it is worth mentioned that the proposed S-box holds a decent DP property.
• According to LP values in Table 7 , the comparison shows that the proposed S-box has acceptable LP property satisfaction as it is better than most of the S-boxes that are investigated in [1, 6, 9, 10, 12, [50] [51] [52] [53] [54] [57] [58] [59] [60] which proves that the proposed S-box based on firefly optimization algorithm has reasonable immunity against linear cryptanalysis.
Conclusion
In this paper, a novel efficient method is proposed which generates cryptographically efficient S-boxes. The anticipated scheme for S-box design is based on discrete chaotic map and firefly optimization algorithm, where initial S-boxes are produced by applying iterations on discrete chaotic map. For each firefly in optimization process, the initial S-box is pre-computed at initialization phase. An optimized S-box is attained by applying firefly optimization on initial S-boxes. The optimization of S-boxes is performed so as to maximize the nonlinearity. The proposed S-box from anticipated method found to possess better performance than many of existing S-box schemes. The performance of proposed S-box satisfies the cryptographic requirement. Thus, the proposed method is proficient enough to design strong S-boxes for secure block ciphers. Compliance with ethical standards
